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Kentico Deliver Now! Methodology


UI check-list

Interface for: _______________________________________

	
	

	
	The user interface design and behavior is consistent with other dialogs

	
	All text strings (labels, etc.) are stored as localization strings and retrieved by the ResHelper.GetString() method

	
	Fields are validated where necessary (SQL injection, XSS, XSRF, etc.)

	
	Numeric parameters can contain only numbers (integer or decimal) and are validated for the number format (using the ValidationHelper class)

	
	Text fields have a limited length if required

	
	Text fields accept apostrophes (e.g. 5 o’clock, SQL injection is avoided, replacing single apostrophes with double apostrophes)

	
	Text fields work correctly with extended and special (national) characters

	
	Users get  feedback when the validation fails or get information about the result of the action—the displayed information text is localized

	
	The user is asked for confirmation before any item is deleted

	
	All parameters passed through the URL are IDs, not names

	
	The parameters of SQL queries are passed to parameterized queries (if the queries are created dynamically or use the ##WHERE## macro, SQL injection is avoided by replacing single apostrophes with double apostrophes)

	
	All invalid values in parameters or user input must be handled and behavior must be defined for these cases

	
	All parameters and user input must be properly handled for Cross-site-scripting (XSS) attacks

	
	All icons (in general any UI images) are present

	
	All borders match the default design and all components are properly aligned with each other on the page

	
	All strings are understandable by end-users without professional technical knowledge and describe the context well.

	
	Pages can be scrolled when the contents do not fit in the window

	
	All required permissions are checked

	
	No action is performed without user action just by opening the page with specific parameters (Cross-site request forgery (XSRF) attacks are avoided)

	
	Page use ViewStateUserKey (they should inherit from AbstractCMSPage [e.g. CMSDeskPage, SiteManagerPage] or its descendants)

	
	Pages behave and are rendered correctly if displayed in a Right-to-left (RTL) culture

	
	Pages don’t throw any exceptions if the URL parameters are invalid or incomplete

	
	If a page communicates with other frames through JavaScript, it must not cause any JavaScript errors if the other frame isn’t loaded or is not available

	
	All CSS styles can be used from the CSS file (no inline CSS styles are applied)




Checked by: _________________________   Signature:   ___________________________
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